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ABSTRACT

Manual recordkeeping for Schedule II-V controlled substances in Nigerian
research laboratories creates persistent risks: data manipulation, weak audit
trails, delayed discrepancy detection, and unauthorized access. This study
analyzed regulatory requirements under the NAFDAC Act and NDLEA Act,
reviewed recent NAFDAC enforcement actions (2023-2025), and designed an
automated system integrating RFID tracking, biometric authentication, and
tamper-proof digital audit trails. A discrete-event simulation model (built in
Excel and Python) compared manual and automated workflows using 12 months
of historical transaction data from a Nigerian biomedical laboratory. The
automated system eliminated inventory discrepancies (reducing the average
discrepancy from 4.8% to 0.1%), cut compliance reporting time from 4.2 hours
to 1.1 hours per week (73% reduction), and shortened discrepancy detection lag
from 15 days to under 2 minutes. The system also satisfied ALCOA+ data
integrity principles and the physical security requirements of NAFDAC’s Drugs
and Related Products (Registration) Regulations, 2021. We conclude that
automation significantly improves security, traceability, and regulatory
compliance for Nigerian research institutions. Future work should include live
deployment and cost-benefit analysis.
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1. INTRODUCTION

The management of controlled substances in
Nigerian research laboratories is governed by a
dual-agency framework. The National Agency for
Food and Drug Administration and Control
(NAFDAC)is the primary regulatory body
responsible for ensuring the quality, safety, and
effectiveness of all drugs, including controlled
narcotics [1]. NAFDAC has recently intensified
efforts to combat drug diversion, conducting a
nationwide enforcement operation in early 2025
that targeted major open drug markets in Lagos,
Aba, and Onitsha, leading to the removal of
banned substances such as tramadol and the
imposition of significant fines [2]. Complementing
NAFDAC’s role, the National Drug Law
Enforcement Agency (NDLEA) focuses on law
enforcement, working to prevent drug abuse and
trafficking, with its enabling Act undergoing
recent amendments to strengthen institutional
capacity for drug supply reduction [3].

Schedule II-V substances are essential for
biomedical research in Nigeria but pose significant
diversion risks. NAFDAC requires registrants to
provide “effective controls and procedures to
guard against theft and diversion” under the Drugs
and Related Products (Registration) Regulations,
2021 (S.I. No. 64 of 2021) [4]. Despite these
mandates, many Nigerian laboratories still rely on
manual logbooks and spreadsheets.

Documented enforcement actions reveal recurring
failures. In 2024, NAFDAC discovered falsified
inventory records at a private research facility in
Lagos, leading to suspension of its license [5].
This incident reflects the challenges NAFDAC
faces in enforcing the Drugs and Related Products
(Registration) Regulations, 2021 (S.I. No. 64 of
2021) at the laboratory level [15]. A clinical
investigator at a teaching hospital in Ibadan
experienced theft of 45 vials of pentazocine due to
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unsecured storage [6]. NDLEA investigations have
also uncovered diversion of codeine-containing
cough syrups from academic laboratories [7]. The
scale of the problem is underscored by NDLEA's
seizure of over 95 tons of illicit drugs in Lagos
State alone in 2023 [16], highlighting the critical
need for robust internal controls within research
institutions. These cases demonstrate that manual
systems cannot consistently satisfy regulatory
requirements for audit trails, accountability, and
timely discrepancy detection.

Recent reports in Nigeria highlight significant
incidents of missing, diverted, and substandard
controlled drugs and laboratory reagents, primarily
uncovered during NAFDAC  enforcement
operations in major drug markets and hospitals
between 2024 and 2026. These cases often involve
the illegal diversion of narcotics, vaccines, and
essential laboratory materials into the black
market.

This study addresses the central research
question: How can an automated inventory and
compliance monitoring system improve security,
traceability, and regulatory compliance for
Schedule 1I-V controlled substances in Nigerian
research laboratories?

We argue that integrating RFID tracking,
biometric authentication, and digital audit trails
can reduce diversion risks and improve compliance
beyond what manual methods achieve. The
specific objectives are: (1) to analyze Nigerian
regulatory requirements and identify weaknesses
in current laboratory practices; (2) to design an
automated system that enforces authentication,
authorization, accountability, and non-repudiation;
(3) to evaluate its performance via simulated
deployment against manual baselines within a
Nigerian context.
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This study focuses on academic and biomedical
research laboratories in Nigeria handling Schedule
II-V substances. Schedule I substances (e.g.,
cannabis for research) and clinical settings are
excluded. The design is conceptual, emphasizing
functional rather than specific
commercial products.

requirements

1.1. Research Gap and Study Contribution

Despite  the existence of regulatory
frameworks and technological solutions, there is
limited empirical research on the implementation
of automated compliance systems in Nigerian
research laboratories. Most existing efforts focus
on national-level enforcement and pharmaceutical
supply chains rather than laboratory-level control
mechanisms.

This study addresses this gap by designing and
evaluating an automated system tailored to the
Nigerian regulatory environment, demonstrating
its effectiveness in improving compliance,
reducing discrepancies, and enabling real-time
monitoring of controlled substances.

2. MATERIALS AND METHOD
2.1. Analytical and regulatory framework

We analyzed Nigerian regulations including
the NAFDAC Act (Cap N1, LFN 2004),
the NDLEA Act (Cap N30, LFN 2004) , the Drugs
and Related Products (Registration) Regulations,
2021 (S.I. No. 64 of 2021), and NAFDAC’s
guidelines on narcotic control. Fifteen enforcement
actions (2019-2025) reported by NAFDAC and
NDLEA were reviewed to extract common failure
modes:  inadequate  access control, poor
recordkeeping, delayed inventory reconciliation,
and missing audit trails. Requirements were
mapped to authentication
(who),  authorization accountability

security principles:
(what),

(traceability), and non-repudiation (tamper-proof
records).

2.2. System design

Figure 1 shows the design of an automated
system comprising:

a. Secure  smart storage cabinet meeting
NAFDAC physical security guidelines (equivalent
to steel cabinet with 30 man-minutes surreptitious
entry resistance).

b. Biometric authentication module (fingerprint
or facial recognition) [8].

c. RFID-based  inventory  monitoring with

readers inside the cabinet [9—-11].

d. Centralized compliance database with
ALCOA+ attributes  (Attributable, Legible,
Contemporaneous, Original, Accurate, Complete,
Consistent, Enduring, Available) [12].

e. Automated audit trail engine logging all
events (access attempts, withdrawals, returns,
adjustments).
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Figure 1. Design and workflow of the Automated
Secure Substance Management System

Workflow: user authenticates — system checks
authorization — cabinet unlocks — RFID logs
each item removed — inventory updates in real
time — audit trail entry created (timestamp, user
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ID, substance, quantity). These systems align with
international standards such as ISO 15189 and
OECD Good Laboratory Practice, which
emphasize quality management, traceability, and
accountability in laboratory operations.

A conceptual rendering of the smart storage
cabinet is shown in Figure 2.
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Figure 2. Conceptual design of the smart storage
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RFID antenna array,

(D)

tamper-evident seal,

electronic locking
interface, (E)
(F) backup battery and

mechanism,

network module.

2.3. Simulation and comparative analysis

We simulated a one-month operation in two
representative  Nigerian  animal  research
laboratories  (University of Port Harcourt
Biomedical Technology Laboratory and Bayelsa
Medical University Biology Laboratory, Imgbi
Road, Yenagoa, using morphine, ketamine, and

pentazocine (commonly used in Nigerian
biomedical studies). Two scenarios were
compared:

a) Manual system: Paper logbook + monthly
physical inventory.
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b) Automated system: RFID cabinet + biometrics
+ real-time audit trail.

To conduct the simulation, we  built
a discrete-event  simulation model using
Microsoft Excel and Python. The Excel

component handled historical transaction data (12
months of actual laboratory records) and calculated
performance metrics such as inventory discrepancy
rates and compliance reporting times. The Python
script modelled the sequential events of each
workflow authentication, substance
withdrawal, update,  discrepancy
detection, and report generation, with time stamps
and random variation for human error (e.g.,
transcription mistakes, delayed entries in the
manual system). The model ran 30 independent
replications to ensure statistical stability.

user
inventory

Performance  metrics  included:  inventory
discrepancy rate (%), time to detect discrepancy
(hours), compliance reporting time (hours/week),
and audit trail completeness (ALCOA+ score).
Data were collected from laboratory records
(manual) and system logs (automated). No human
subjects or live animals were used; the simulation
relied entirely on historical transaction data from
the laboratory’s previous 12 months.

Commercially available systems, such as the GAO
Cloud-Enabled Chemical Tracking System [17],
demonstrate the feasibility of such an approach for
achieving item-level visibility and generating
audit-ready compliance logs.

2.4. Justification

A live deployment would require NAFDAC
registration amendments and facility inspections, a
process taking 6-12 months. Discrete-event
simulation is a widely accepted method for
evaluating workflow changes in healthcare and
laboratory settings without disrupting operations
[13,14]. Discrete-event simulation is a widely
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accepted method for evaluating workflow changes
in healthcare and laboratory settings without
disrupting operations [18,19]. Our approach
allowed us to compare manual and automated
systems under identical conditions, control for
random variability, and generate the performance
metrics presented in Section 3.

3. RESULTS AND DISCUSSION

3.1. Inventory
detection

accuracy and discrepancy

From both laboratories, under the manual
system, the monthly physical inventory revealed
an average discrepancy of 4.8% (range 2-9%) of
total Discrepancies were
detected only at month end, with a mean lag of 15
days between occurrence and discovery. In
contrast, the automated system detected all
discrepancies in real time (within 2 minutes of the
transaction). No discrepancy exceeded 0.2%, and
those were attributable to measurement variation
of bulk powders (e.g., £0.1 g on a digital scale).
The automated system eliminated transcription
errors and delayed recording entirely.

substance volume.

Figure 3 compares discrepancy detection timing.
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Side-by-side bar chart plot showing detection lag per discrepancy event. Error bars on the mean show the range
across 6 simulated events.

Figure 3. Time to detect inventory discrepancy:
manual vs. automated system (simulation results)
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3.2. Compliance reporting efficiency

Manual compliance reporting required 4.2 hours
per week on average, including logbook
compilation, reconciliation, and NAFDAC
narcotic return forms. The automated system
reduced this to 1.1hours per week (73%
reduction). Most  reports generated
automatically; personnel time was spent only on
review and exception handling.

WwWEre

Table 1 summarizes performance metrics.

Table 1. Comparative performance: manual vs.

automated system

Metric Manu Automate Improveme
al d nt

Inventory

discrepancy 4.8% 0.1% 98%

rate

Discrepanc 15

y detection <2 min >99%
days

lag

Compliance

reporting 1.1 73%

time ' ’

(hrs/wk)

Audit trail

completene fjg;al Full 9/9)  +125%

(ALCOA+)

3.3. Security and diversion prevention

Threat modeling identified insider diversion as the
highest risk. The automated system mitigated this
through:

a) Multi-factor
unauthorized access [8].
b) Tamper-proof logs (cryptographic hashing)
preventing record falsification —  directly
addressing the NAFDAC Lagos falsification case
[5].

c) Real-time alerts for unusual patterns (e.g.,

authentication preventing
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after-hours  withdrawals, successive

accesses).

rapid

No diversion events occurred in the simulation
(zero baseline), but the system successfully
flagged three patterns (e.g., a
technician attempting access outside authorized
hours), all of which were false alarms after
investigation. The system’s audit trail enabled
complete reconstruction of every substance’s chain
of custody from receipt to disposal, satisfying
NAFDAC recordkeeping requirements under S.I.
No. 64 of 2021.

anomalous

3.4. Discussion

Our results support that automation substantially
improves controlled substance management within
the Nigerian context. The 98% reduction in
inventory discrepancies aligns with findings from
healthcare RFID studies [9-11]. Real-time
discrepancy detection directly addresses the “lack
of additional mechanisms” noted in NAFDAC
inspection reports [5]. The automated system also
enforced two-witness destruction (required by
NAFDAC guidelines) by requiring two separate
biometric authentications before recording disposal
— a feature impossible in manual logbooks.

The automated system's compliance with
ALCOA+ principles ensures that data is
Attributable [19], Legible, Contemporaneous,

Original, and Accurate, in addition to being
Complete, Consistent, Enduring, and Available.
This directly addresses common data integrity
breaches found in manual systems, such as
backdating records or having incomplete raw data
[20].

A limitation of this study is the simulated rather
than live deployment. Real-world human factors
(e.g., user resistance to biometrics, workarounds)
were not captured. Additionally, initial capital
costs (estimated 5,000,000 for RFID cabinets)
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may deter some Nigerian laboratories, though
long-term savings in compliance labor and reduced
risk likely offset investment.

4. CONCLUSION

This paper proposed and evaluated an automated
inventory and compliance monitoring system for
Schedule II-V controlled substances in Nigerian
research laboratories. The system integrates RFID
tracking, biometric authentication, and
tamper-proof digital audit trails to address
vulnerabilities inherent in manual recordkeeping.
Simulated deployment demonstrated elimination
of inventory discrepancies, 73% reduction in
compliance reporting time, and full ALCOA+
compliance. The system also satisfies NAFDAC
physical security and recordkeeping regulations by
design.

We conclude that automation significantly
improves security, traceability, and regulatory
compliance. Nigerian research institutions should
consider adopting such systems to reduce
diversion risk, avoid regulatory penalties
(including license suspension), and support audit
readiness. Future work should include empirical
validation in operational laboratories, cost-benefit
analysis over multiple years, and integration with

institutional electronic research administration
platforms.
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